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Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy
(revised 01/2023)

Mobile Device Access and Use Policy (revised 01/2023)

Outsourcing and Cloud-Based File Sharing Policy (revised 03/2023)

Patch Management Version Control (revised 03/2023)
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Work From Home (WFH) & Telecommuting Policy (revised 01/2023)
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Legend — Highlighted in Yellow updated in 2024

All of the job description and electronic forms were reviewed and updated in January 2024

You will receive notifications when the updates are available. If you have not purchased the update service, you
will only be able to download these updates for 30 days after the original purchase. To get the update service go
to:

e 12 months - https://e-janco.com/session/cart x.aspx?p=SUB-090-12

e 24 months - https://e-janco.com/session/cart x.aspx?p=SUB-094-24

e Individual Policies - https://e-janco.com/updateserviceindivdualpolicies.htm
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};f’-";_hm} ISR Vendor Partner DR/BC Questionnaire

¥

DRP and Business Continuity Strategy

1. Inthe event of a disaster or significant disruption, does your organization 7 Yes " No
have documented plans for business continuity and IT disaster recovery?

2. What type of failure scenarios or outages do you plan for?

3. What duration of time is assumed for each type of failure scenario or outage
you plan for?

4. Does the plan establish critical business functions with recovery Yes " No
priorities?
5. If you answered “Yes” to Question (4), what is the expected recovery time 7 0to 4 hours

for your critical business functions?
" 41tp 8 hours

" 810 24 hours
" 1to02days
" More than 2 days

6. Does the plan account for interdependencies both internal and external to ™ Yes " No
your organization?

7. Does the plan cover some, most, or all locations from which you ™ Some © Most © All T NA
provide your services?

8. What percentage of “business as usual” servicing capability is the plan

designed to address? ©1%10% O 11%-25%

i 26%-50% { 51%-75%
7 76%-99% { 100%

9. Do you have a dedicated team of professionals focused on business “ves (™ No
continuity and/or IT disaster recovery?

10. If you answered “No” to Question (9), do you use an external BCP/DR ™ Yes " No
service provider to handle your planning needs? '

11. Is your main IT facility or data center located in the same building ™ Yes " No
or office complex occupied by your main business or operations
staff?

12. Please provide an illustration or schematic of how your organization’s ™ Yes ™ No

primary, secondary, and/or tertiary servicing centers are set up to
provide redundant services to ENTERPRISE.
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Infrastructure Electronic Forms

Forms contained include
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Business and IT Impact Questionnaire

Business and IT Impact Analysis Questionnaire

This questionnaire is the basis for documentation necessary to understand the business impact and risks
associated with each physical location, business function, and IT application.

A “BEST PRACTICE” is to complete this questionnaire for each physical location, application, business function,
department, and organizational entity annually. In addition, as conditions change (i.e. events like 9/11) to alter
the operating environment, at least the risk component should be reviewed, and actions are taken to mitigate
unacceptable levels of risk.

! The boxes on the questionnaire that follows can be checked (or unchecked) by double clicking on the box.

Preparer: Date:
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