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IT Service Management and Service-Oriented Architecture 
 
 

 

 

Definition 

IT service management (ITSM) is a discipline for managing information technology 
(IT) systems, philosophically centered on the customer's perspective of IT's 
contribution to the business. ITSM stands in deliberate contrast to technology-
centered approaches to IT management and business interaction. 

Service-Orient Architecture (SOA) is an Information Technology and system 
architecture design approach built around computer services and components that 
are reused and recombined easily using a standard interface.   
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Service Request – Help Desk Priority Matrix & Process Flow 
Charts 

 

  Service Request - Help Desk Priority Matrix 

Priority P1 P2 P3 P4 

Description 
Multiple Users / 
No Workaround 

Multiple Users 
Workaround 

Available;               
Single User / No 

Workaround;     
VIP 

Single User / 
Workaround 

Scheduled Requests 

Acknowledgment 10 min. 30 min. 1 hr. 8 hrs. 

Resolution ASAP 4 hrs. 8 hrs. per agreement 

Assignment 
15 min. Help 

Desk, assign to 
SWAT 

15 min. Help Desk, 
assign to lead or 

analyst 

15 min. Help 
Desk, assign to 

analyst 
Help Desk 

Missed 
Acknowledgement 

Notify 
management  
with Hourly 

updates until 
acknowledgment 

received 

Reminder Page Reminder Page Reminder Page 

50% to Resolution 
Time 

N/A 

Notify 
management; 
Notify Lead; 

Metrics Report 

Notify 
management; 
Notify Lead; 

Metrics Report 

Notify management; 
Notify Lead; 

Metrics Report 

Proactive 
Notification 

Hourly Updates 
to Help Desk. 
Coordinator 

    
Reminder email 8 
hours before 
resolution 

Missed Resolution N/A 
Auto-escalate to 

next support level; 
Metrics Report 

Auto-escalate to 
Lead 

Metrics Report 

Notify Management 
Metrics Report 

Escalation Level N/A 

Escalate to SWAT 
or next level of 

management after 
missed resolution; 
150% of Resolution 

time (6 hours): 
Metrics Report 

Escalate to Lead 
after missed 
resolution; 
Escalate to 

Management 
after 150% of 

Resolution time 
(12 hours): 

Metrics Report 

Metrics Report 

Notification Level 

Automatic or 
Manual Email to 

CIO within 30 
minutes; Page IT 

Managers, IT 
Directors 

Metrics Report Metrics Report Metrics Report 
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Change Control Quality Assurance Standard 

Overview 

Quality is defined as the efficient and effective 
development, deployment, and support of defect-free 
products and services that meet or exceed, the needs of 
the clients, users, and business.  All IT products and 
services must conform to the client, user, and business 
requirements to be considered quality offerings. 

Standard 

Testing 
The end-user actively participates in application testing before user acceptance.  
Department personnel should specify the test criteria and evaluate test results.  

M M
M

M M
M

Product Test

M M
M

Unit Test

M M
M

Release

User
Acceptance

Integration 
Test

Unit Testing - The testing of individual 
program modules.  There must be at least 
one unit test for each program function.  Unit 
tests are normally designed and executed by 
the programmer/analyst who designed and 
coded the program being tested.

Product Testing - The testing of all modules 
within a single application to ensure that all 
modules function together properly.

Integration Testing - Testing the product as a 
whole.  The purpose of integration testing is 
to test the integration of product components 
with each other and the integration of the 
entire product into the existing environment.

Acceptance Testing - Serves to verify the 
"production readiness" of the product from 
the perspective of those who will use or 
support the product.

M M
M

M M
M

M M
M
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Service Level Agreement for [The Application] 

Overview 

The application is rapidly becoming one of the enterprise’s mission-critical 
applications.  It is intended to run on a 7-day per week 24-hour per day basis and 
will be accessed from around the world.  For IT to provide enterprise users with a 
realistic Service Level Agreement (SLA), IT must obtain SLAs from those internal 
entities that serve to maintain the application’s function. 

IT’s overall SLA goal for the enterprise’s end user will be 99.0% service availability, 
not to exceed 100 minutes of unscheduled downtime per week.  In addition to this, 
scheduled downtime should not exceed 4 hours per month.  Scheduled downtime 
should be planned to coincide with what is typically the application’s least used 
period, bearing in mind that it is a global service that will be accessed by users in 
many time zones. 
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Job Descriptions 
Vice President Strategy and Architecture  

Chief Experience Officer 

Director IT Infrastructure 

Director Electronic Commerce 

Manager Change Control 

Manager Customer Service 

Manager KPI Metrics 

Manager Security and Workstations 

Manager Service Level Reporting 

Manager Training and Documentation 

Manager User Support 

Manager Vendor Management 

Manager WFH Support 

Change Control Analyst 

Change Control Supervisor 

Metrics Measurement Analyst 

SEO Specialist 
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Policies 
Blog and Personal Website  

BYOD  

Internet, e-Mail, Social Networking, Mobile Devices, 
Electronic Communications, and Record Retention  

Patch Management Version Control Policy 

Sensitive Information  

Travel, Electronic Meetings, and Off-Site Meetings  

WFH and Telecommuting  
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Electronic Forms and Questionnaires 
Business and IT Impact Analysis Questionnaire  

Blog Policy Compliance Agreement  

BYOD Access and Use Agreement 

Change Control Request  

Email - Employee Acknowledgment  

Internet Access Request  

Internet & Electronic Communication - Employee 
Acknowledgment  

Internet Access Request  

Security Access Application  

Sensitive Information Policy Compliance Agreement  

Social Networking Policy Compliance Agreement 

Telecommuting IT Checklist  

Telecommuting Work Agreement  

Text Messaging Sensitive Information Agreement  
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What’s New 

2024 
 Added job descriptions 

 Manager Change Control 
 Manager Customer Service 
 Manager Security and Workstations 
 Manager Training and Documentation 
 Change Control Analyst 
 Change Control Supervisor 

 Updated all included policies and electronic forms 
 Updated all included job descriptions 

2023  
 Added Patch Management Version Control Policy 
 Added job descriptions 

 Chief Experience Officer 
 Director IT Infrastructure 

 Added section on steps to move on to SOA 
 Updated all included policies and electronic forms 
 Updated all included job descriptions 

2022  
 Updated all included policies and electronic forms 
 Added section on Best Practices Help Desk Service Level Agreement 
 Added materials for KPI and CSF metrics 
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Job Descriptions 
Vice President Strategy and Architecture  

Chief Experience Officer 

Director IT Infrastructure 

Director Electronic Commerce 

Manager Change Control 

Manager Customer Service 

Manager KPI Metrics 

Manager Security and Workstations 

Manager Service Level Reporting 

Manager Training and Documentation 

Manager User Support 

Manager Vendor Management 

Manager WFH Support 

Change Control Analyst 

Change Control Supervisor 

Metrics Measurement Analyst 

SEO Specialist 
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Vice President Strategy and Architecture  

Position Purpose 

The IT Strategy and Architecture function administers the preparation and reporting of the IT 
department’s seasonal and long-range plans as well as providing long-term direction of the IT 
architecture.  Based on overall enterprise plans, the director proposes the basic IT philosophies 
and directions related to planning and architecture for acquiring computer hardware and 
operating systems as well as application software systems.  The individual synchronizes individual 
IT department plans with overall department plans, and department plans with division goals 
and objectives.   

The Vice President is authorized to prescribe the frequency and formats for other IT 
departments’ submission of data, including budgets in support of IT plans.  The scope of this 
function extends from planning for the IT department’s role in the enterprise to selecting specific 
hardware and software technologies for satisfying the enterprise's business objectives. 

The overall scope of responsibility for this position includes: 

 Planning that supports the enterprises’ strategic business plan 

 Architectural planning that takes into consideration all facets of the enterprise and 
technology including Advanced Technology: Artificial Intelligence; Data Architecture; 
and Decision Support 

 Training requirements to support the plan and architecture 

 Metrics definition, implementation, operation, and communications both within and 
outside of IT 

 Definition and capture of metrics associated with the enterprise’s Service Level 
Agreement Processes. 

 Special projects such as mergers and acquisitions; and 

 Imaging and other bank operational systems projects that impact the overall IT 
architecture. 

Problems and Challenges 

The incumbent is challenged with the task of providing comprehensive recommendations to the 
enterprise’s senior management, both IT and non-IT.  The director is further challenged with 
achieving a group consensus or decision that is consistent with the enterprise's goals and 
objectives.  The individual holds a crucial role in determining the best direction for the enterprise 
IT function to follow, and keeping the enterprise heading successfully in that direction. 
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Electronic Forms and Questionnaires 
Business and IT Impact Analysis Questionnaire 

Blog Policy Compliance Agreement 

BYOD Access and Use Agreement 

Change Control Request  

Email - Employee Acknowledgment  

Internet Access Request  

Internet & Electronic Communication - Employee 
Acknowledgment  

Internet Access Request  

Security Access Application  

Sensitive Information Policy Compliance Agreement 

Social Networking Policy Compliance Agreement 

Telecommuting IT Checklist  

Telecommuting Work Agreement  

Text Messaging Sensitive Information Agreement  
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Threat and Vulnerability Assessment  
Physical and Electronic Sites - Page 1

Prepared by Date

Location Type Company Residence Multi-Tenant Public Access

Address 

Main Phone    Facility Manager

Assets at facility Head count at Facility Primary 
Functions 
Performed

Power Grid Distribution Point

Telephone CO Location

Backup Power Yes No Length of Support Hrs

Safety Program Yes No Date of Last Review

DRP/BCP Yes No Date of Last Test

Internet Access Yes No Num of Access Points

Category I - Extreme Financial Impact Any Cat I in Facility Yes No

Category II - High Financial Impact Any Cat II in Facility Yes No

Category III - Medium Financial Impact Any Cat III in Facility Yes No

Category IV - Low Financial Impact Any Cat IV in Facility Yes No

Public Access Yes No Security Badges Yes No

Reception Desk Yes No Card Key Yes No

Guards Yes No Fenced Yes No

Armed Yes No Guard Gate Yes No

Guest Escorted Yes No Gate Manned Yes No

Cameras Yes No 24/7 Security Yes No

RT Monitoring Yes No After Hours Contact 
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Policies 
Blog and Personal Website  

BYOD  

Internet, e-Mail, Social Networking, Mobile Devices, 
Electronic Communications, and Record Retention  

Patch Management Version Control Policy 

Sensitive Information  

Travel, Electronic Meetings, and Off-Site Meetings  

WFH and Telecommuting  
 

 

Page 2 of 180



 

Page 3 of 180



 
Blog and Personal Web Site Policy 

 

 
© 2024 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e.janco.com - 1 - 

Table of Contents 
Blog and Personal Web Sites Policy ........................................................................................................................... 2 

Policy ...................................................................................................................................................................... 2 
Rights to content .................................................................................................................................................... 3 

Option for More Restrictive License Terms .......................................................................................................... 3 
Attribution ............................................................................................................................................................ 4 
Guidelines ............................................................................................................................................................. 4 

Personal Website and Blog Guidelines – Non-ENTERPRISE domains ..................................................................... 6 
Security Standards .................................................................................................................................................. 7 
Best Practice Blog Guideline for Publishers ............................................................................................................ 8 
Blog Best Practices to Improve the Value of Your Blog .......................................................................................... 9 
Issues to Manage with SLAs for Blog and Web Site Security ................................................................................ 10 
Proposed Service Level Agreement Metrics ......................................................................................................... 11 
Blog Policy Compliance Agreement ...................................................................................................................... 12 
What’s New .......................................................................................................................................................... 13 

 

 

 

  

Page 5 of 180



  

Page 18 of 180



 

BYOD Policy 

 

 

 
Page 2 

 

  
© 2024 Copyright Janco Associates, Inc. -- ALL RIGHTS RESERVED -- e-janco.com 

 

Table of Contents 

Bring Your Own Device (BYOD) Access and Use Policy .............................................................................................. 3 
Overview ............................................................................................................................................................. 3 

Components of the BYOD Strategy and Basics for BYOD Policy ...................................................................... 4 
Device Ownership Issues ................................................................................................................................. 7 
Policy ............................................................................................................................................................... 8 

Device Requirements ................................................................................................................................. 8 
Policy Definitions ....................................................................................................................................... 9 
Access Control ............................................................................................................................................ 9 
Security .................................................................................................................................................... 10 
Help & Support ........................................................................................................................................ 11 
Enterprise Mobile Device Infrastructure ................................................................................................. 11 
BYOD Infrastructure ................................................................................................................................. 12 
Disaster Recovery .................................................................................................................................... 12 
Termination.............................................................................................................................................. 12 
Backups .................................................................................................................................................... 12 
Tablet Computer (iPads) .......................................................................................................................... 13 
Internal Network Access .......................................................................................................................... 13 
Repair Procedure ..................................................................................................................................... 13 
Upgrade Procedure .................................................................................................................................. 13 
Patching Policy ......................................................................................................................................... 13 

BYOD Security Best Practices ........................................................................................................................ 14 
Work From Home - Best Practices................................................................................................................. 16 

BYOD Metrics and SLA Agreement ................................................................................................................... 17 
Legal Considerations ......................................................................................................................................... 19 
Appendix ........................................................................................................................................................... 22 

BYOD Policy Decision Table ........................................................................................................................... 23 
Electronic Forms ............................................................................................................................................ 24 

BYOD Access and Use Agreement Form 
Employee Termination Checklist 
Mobile Device Security Access and Use Agreement Form 
Mobile Device Security and Compliance Checklist 
Telecommuting IT Checklist 
Telecommuting Work Agreement 
Work From Home IT Checklist 
Work From Home Work Agreement 

IT Job Descriptions ........................................................................................................................................ 25 
BYOD Support Specialist 
BYOD Support Supervisor 
Manager BYOD Support 
Manager WFH Support 

What’s New ...................................................................................................................................................... 26 

 

  

Page 20 of 180



  
 

  

 

 

 

  

Page 45 of 180



 

Internet, Email, Social Networking, Mobile Device, and 
Electronic Communication Policy 

 

 

1 © 2024 Janco Associates, Inc. -- All Rights Reserved – https://e-janco.com 

 

TABLE OF CONTENTS 
Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy.......................................... 2 

Risks and Costs Associated with Email, Social Networking, Electronic Communication, and Mobile Devices ......... 2 
Appropriate use of Equipment ................................................................................................................................. 2 
BYOD Security ........................................................................................................................................................... 2 
Overview of electronic communication and data sharing ........................................................................................ 3 
Internet Access ......................................................................................................................................................... 4 
Tablets, PDAs, and Smartphones .............................................................................................................................. 4 
Federal Rules of Civil Procedures .............................................................................................................................. 5 
Enterprise Acceptable Use Overview for Electronic Communications ..................................................................... 6 
Electronic Mail .......................................................................................................................................................... 6 
Retention of Email on Personal Systems ................................................................................................................ 11 
Email Forwarding Outside of ENTERPRISE .............................................................................................................. 11 
Email User Best Practices ........................................................................................................................................ 12 
Commercial Email ................................................................................................................................................... 14 
Work From Home ................................................................................................................................................... 16 
Social Networking ................................................................................................................................................... 17 
Copyrighted Materials ............................................................................................................................................ 20 
Ownership of Information ...................................................................................................................................... 20 
Security ................................................................................................................................................................... 20 
Skype ....................................................................................................................................................................... 21 
Text Messaging ....................................................................................................................................................... 22 
Appendix ................................................................................................................................................................. 23 

Job Descriptions ................................................................................................................................................. 23 
Manager User Support 
Manager WFH Support 

Forms.................................................................................................................................................................. 24 
Internet & Electronic Communication - Employee Acknowledgment 
Internet Access Request 
Email Employee Acknowledgment 
Internet Use Approval 
Security Access Application 
Social Networking Policy Compliance Agreement 
Telecommuting IT Check List Form 
Telecommuting Work Agreement 
Text Messaging Sensitive Information Agreement 
Work From Home Contact Information 
Work From Home IT Checklist 
Work From Home Work Agreement 

Reference Section ................................................................................................................................................... 25 
Standard e-mail Reply Responses ...................................................................................................................... 25 
Canada's Anti-spam Law (CASL), Bill C-28 .......................................................................................................... 26 

What’s News ........................................................................................................................................................... 30 

Page 47 of 180

https://e-janco.com/
http://www.e-janco.com/


  

Page 77 of 180



 

Policy – Patch Management Version Control 

 

1 
 
© 2024 Copyright Janco Associates, Inc. – www.e-janco.com 

 

 Table of Contents 
Patch Management Version Control Policy ............................................................................................................... 3 

The Patch Management Version Control Process ................................................................................................ 3 
Policy ..................................................................................................................................................................... 4 

Emergency patches ............................................................................................................................................ 8 
Critical Patches .................................................................................................................................................. 8 

Version Control Best Practices ............................................................................................................................ 10 
Service packs should be the foundation of your patch management process ............................................ 10 
Focus on the product support lifecycle is a key element in the Patch Management strategy.................... 10 
Perform risk assessments using vendor’s severity rating systems as a starting point ................................ 10 
Use mitigating factors to determine applicability and priority ................................................................... 10 
Only use workarounds in conjunction with the deployment ...................................................................... 11 
Issues with patches should be documented and available ......................................................................... 11 
Test updates before deployment ................................................................................................................ 11 
Use only methods and information recommended for detection and deployment ................................... 11 

Security Patch Management Best Practices ....................................................................................................... 12 
Utilize a proven security breach discovery service ...................................................................................... 12 
Implement a strategy for auto-update from vendors ................................................................................. 12 
Implement a log for the procedure to validate devices connected to have the current versions of the OS 

platform and applications ........................................................................................................................ 12 
Support multiple OS platforms .................................................................................................................... 12 
Perform application patching in addition to OS platform updates ............................................................. 13 
Apply coverage to all devices connected to the network ........................................................................... 13 
Implement patches and changes on a pre-defined schedule ...................................................................... 13 
Be agentless in the data center ................................................................................................................... 14 
Mitigate after exceptions ............................................................................................................................ 14 
Monitor and report all deviations from approved patch levels .................................................................. 14 

Appendix 
Job Descriptions .................................................................................................................................................. 15 

Chief Experience Officer 
Manager Change Control 
Manager Customer Service 
Manager Security and Workstations 
Manager Training and Documentation 
Manager User Support 
Manager WFH Support 
Change Control Supervisor 
Change Control Analyst 

Electronic Forms ................................................................................................................................................. 16 
Change and Patch Management Control Log 
Work From Home Contact Information 
Work From Home IT Checklist 

What’s New .............................................................................................................................................................. 20 

Page 79 of 180



 
 
 
     

   

Page 100 of 180



 

Sensitive Information Policy 
Credit Card, Social Security, Employee, and Customer Data 

 

1 
 

© 2024 Copyright Janco Associates, Inc. – https://e-janco.com 

 

Table of Contents 
Sensitive Information Policy - Credit Card, Social Security, Employee, and Customer Data ......................................... 2 

Overview ................................................................................................................................................................... 2 
Policy ......................................................................................................................................................................... 2 
User/Customer Sensitive Information and Privacy Bill of Rights .............................................................................. 7 
Secure Network Standards ....................................................................................................................................... 8 

Payment Card Industry Data Security Standard (PCI DSS) ................................................................................... 8 
Install and Maintain a Network Configuration Which Protects Data ................................................................. 12 
Wireless & VPN .................................................................................................................................................. 13 
Modify Vendor Defaults ..................................................................................................................................... 13 
Protect Sensitive Data ........................................................................................................................................ 14 
Protect Encryption Keys, User IDs, and Passwords ............................................................................................ 15 
Protect Development and Maintenance of Secure Systems and Applications .................................................. 16 
Manage User IDs to Meet Security Requirements ............................................................................................. 18 
Restrict Physical Access to Secure Data Paper and Electronic Files ................................................................... 19 
Regularly Monitor and Test Networks ............................................................................................................... 20 
Test Security Systems and Processes ................................................................................................................. 21 

Email Retention Compliance ................................................................................................................................... 22 
Policy .................................................................................................................................................................. 22 
Email to be printed ............................................................................................................................................. 24 
Regulations and Industry Impact ....................................................................................................................... 25 
Keys to Email Archiving Compliance .................................................................................................................. 25 

Privacy Guidelines ................................................................................................................................................... 26 
Best Practices .......................................................................................................................................................... 27 

Best Practices for Text Messaging of Sensitive Information .............................................................................. 27 
US government classification system ................................................................................................................. 29 

Appendix ................................................................................................................................................................. 32 
Job Descriptions ................................................................................................................................................. 33 
• Chief Compliance Officer (CCO) 
• Chief Security Officer (CSO) 
• Manager Data Security 
• Security Architect 

Forms.................................................................................................................................................................. 34 
• Sensitive Information Policy Compliance Agreement 
• Work From Home IT Checklist 

HIPAA Audit Program Guide ............................................................................................................................... 35 
What’s New ............................................................................................................................................................ 40 

 

Page 102 of 180



 

Travel Policy 
Travel, Laptop, PDA, Electronic and Off-Site Meetings 

 

 

 
 
 
 
 
 

Page 142 of 180



 

Travel Policy 
Travel, Laptop, PDA, Electronic and Off-Site Meetings 

 

1 
© 2022 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com 

 

 

Table of Contents 

Travel, Laptop, PDA, and Off-Site Meetings .................................................................................................................. 3 

Laptop and PDA Security .......................................................................................................................................... 3 

BYOD Security ........................................................................................................................................................... 3 

Service Provider Selection ........................................................................................................................................ 4 

Wi-Fi & VPN .............................................................................................................................................................. 4 

Data and Application Security ................................................................................................................................... 5 

Minimize Attention ................................................................................................................................................... 5 

Public Shared Resources – Wireless and Shared Computers .................................................................................... 6 

Off-Site Meeting Special Considerations .................................................................................................................. 7 

Pandemic Issues ........................................................................................................................................................ 8 

International Travel Best Practices ........................................................................................................................... 8 

Remote Computing Best Practices ............................................................................................................................ 9 

Electronic Meetings ................................................................................................................................................ 11 

Best Practices for Electronic Meetings ............................................................................................................... 12 

Appendix ................................................................................................................................................................. 13 

Job Description ................................................................................................................................................... 14 

Chief Experience Officer ................................................................................................................................ 14 

Chief Mobility Officer .................................................................................................................................... 14 

Manager Help Desk Support ......................................................................................................................... 14 

Manager Telecommuting .............................................................................................................................. 14 

Manager WFH Support .................................................................................................................................. 14 

Electronic Forms................................................................................................................................................. 15 

Mobile Device Access and Use Agreement ................................................................................................... 15 

Mobile Device Security and Compliance Checklist ........................................................................................ 15 

Privacy Policy Compliance Agreement .......................................................................................................... 15 

Telecommuting IT Checklist .......................................................................................................................... 15 

Telecommuting Work Agreement ................................................................................................................. 15 

Work From Home IT Checklist ....................................................................................................................... 15 

Work From Home Work Agreement ............................................................................................................. 15 

Revision History ...................................................................................................................................................... 16 

 

Page 144 of 180



 

 

    

Page 160 of 180



 

WFH &Telecommuting Policy 

 

1  
© 2024 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 

Work From Home (WFH) & Telecommuting Policy .............................................................. 2 
Overview ............................................................................................................................................................. 2 

Telecommuting resource misuse can have serious implications for an enterprise....................................... 3 
Policy ............................................................................................................................................................. 4 
Compensation and Benefits .......................................................................................................................... 5 
Hours of Work ............................................................................................................................................... 5 
Attendance at Meetings ................................................................................................................................ 6 
Sick Leave and Time Off ................................................................................................................................. 6 
Workers’ Compensation and Safety Program Liability .................................................................................. 6 
Equipment and Supplies ................................................................................................................................ 6 
Record Management Process and BCP .......................................................................................................... 7 
BYOD Security ................................................................................................................................................ 7 
Telecommuting costs ..................................................................................................................................... 8 
Work From Home ........................................................................................................................................ 10 

Appendix ........................................................................................................................................................... 13 
Employer Legal Workplace Responsibilities ................................................................................................ 14 
Position Requirements for Qualification for WFH & Telecommuting ......................................................... 15 
Top 10 Best Practices ................................................................................................................................... 16 
Job Description ............................................................................................................................................ 17 

Manager Telecommuting 
Manager Work From Home Support 

Electronic Forms .......................................................................................................................................... 18 
Company Asset Control Log 
Inspection Checklist Alternative Loction 
Internet and Electronic Communication Agreement 
Mobile Device Access and Use Agreement 
Mobile Device Security and Compliance Checklist 
Privacy Policy Compliance Agreement 
Remote Location Contact Information 
Safety Checklist - Work at Alternative Location 
Security Access Application Mobile 
Sensitive Information Policy Compliance Agreement 
Social Networking Policy Compliance Agreement 
Telecommuting IT Checklist 
Telecommuting Work Agreement 
Text Messaging Sensitive Information Agreement 
Work From Home Contact Administration 
Work From Home IT Checklist 
Work From Home Work Agreement 

What’s New ...................................................................................................................................................... 19 
 

  

Page 162 of 180


	© 2024 Copyright Janco Associates, Inc. - ALL RIGHTS RESERVED –  https://e-janco.com
	IT Service Management and Service-Oriented Architecture
	Table of Contents
	Service Management Standards
	IT Service Management
	Moving to a Service Oriented Architecture - SOA
	Best Practices for IT Service Management for SOA
	ITIL
	Service Desk
	Incident Management
	Problem Management
	Change Management
	Configuration Management
	Release Management

	ISO/IEC 20000

	Service Request Policy
	Policy Statement
	Goal

	Service Request Standard
	Overview
	Standard
	Service Request Process
	Problem Resolution Process
	Scheduled Service Request
	Service Request Management

	Responsibility
	Management & Functional IT Heads
	Functional IT Representative (Help Desk Personnel)
	Help Desk Best Practices


	Help Desk Policy
	Policy Statement
	Goal

	Help Desk Standards
	Overview
	Standard
	General Support
	Maintenance Support
	Triage
	Metrics

	Best Practices for the Help / Service Desk
	Organizational
	Procedural
	Metrics and System Solutions

	Roles and Responsibilities
	Help Desk


	Help Desk Procedures
	Overview
	Procedures
	Service Request – Help Desk Priority Matrix & Process Flow Charts
	Help Desk Triage
	P1 Tickets
	P2 Tickets
	P3 Tickets
	P4 Tickets


	Help Desk Service Level Agreement
	Overview
	Work From Home Considerations
	Help Desk Availability
	Call Priorities
	Scheduled Tasks
	User ID Creation
	Internet Access
	End of Employment
	Moves

	Loaner Equipment
	Laptops –Tablets
	Presentations
	Video Conferencing

	Acknowledgment Times
	Acknowledgments Achieved
	Resolution Times
	Escalation

	Resolutions Achieved on Time
	Metrics

	Support Scope
	Desktop Support
	Network Support
	Technology Standards

	User Guidelines
	Employing the Help Desk
	Training
	Problem Reporting
	Ticket Closure


	Standards
	Internet Standards
	Change Control Standard
	Overview
	Standard
	Support
	Security and Back-up
	Ownership Transfer
	Testing
	Documentation

	Responsibility
	Functional IT Heads


	Change Control Quality Assurance Standard
	Overview
	Standard
	Testing
	Test Script Development
	Unit
	Integration
	Acceptance
	Test Script Design


	Responsibility
	Project Manager
	Functional IT Heads
	Developer
	Client/Sponsor
	Planning and Finance


	Change Control Management Workbook
	Overview
	Standard
	Change Request Form
	Business and IT Impact Questionnaire
	Change Management Certification Form
	User Approval Form


	Documentation Standard
	Overview
	Standard
	Core Application Documentation
	Other Application Documentation
	Summary Documentation
	Vendor Documentation
	Project Documentation
	Application Development Documentation
	Shared Documentation


	Responsibility
	Functional IT Heads
	Client
	Audit


	Version Control Policy
	Policy Statement
	Goal

	Version Control Standard
	Overview
	Standard
	Change Environment
	Project Manager
	Developer
	System Tester

	Test Environment
	Production Environment
	Quality Metrics
	Production server
	Software
	Migration

	Access Control
	Documentation
	Naming
	Revision History
	Version Number List

	Version Releases
	Version Walkthrough
	Alpha
	Beta
	Production


	Definitions
	Environments
	Testing
	Operations Status

	Responsibility
	Project Sponsor
	Project Manager
	Developers
	System Testers
	Application Administrator
	Users


	Service Level Agreement for [The Application]
	Overview
	Three-Tier Environment

	SLA
	Internal IT SLAs
	Hardware/Network Maintenance
	Backup and Recovery
	Backup
	Recovery

	Application Administration
	Application Updates

	External SLA
	IT Obligations
	Availability
	Accuracy
	Training and Documentation
	Help Desk / Service Requests
	User-Friendly Interface
	Feedback

	End-User Obligations
	Training
	Reporting Problems




	Appendix
	Best Practices – Help Desk Service Level Agreements
	Content Included as Separate Attachments
	Job Descriptions
	Vice President Strategy and Architecture
	Chief Experience Officer
	Director IT Infrastructure
	Director Electronic Commerce
	Manager Change Control
	Manager Customer Service
	Manager KPI Metrics
	Manager Security and Workstations
	Manager Service Level Reporting
	Manager Training and Documentation
	Manager User Support
	Manager Vendor Management
	Manager WFH Support
	Change Control Analyst
	Change Control Supervisor
	Metrics Measurement Analyst
	SEO Specialist

	Policies
	Blog and Personal Website
	BYOD
	Internet, e-Mail, Social Networking, Mobile Devices, Electronic Communications, and Record Retention
	Patch Management Version Control Policy
	Sensitive Information
	Travel, Electronic Meetings, and Off-Site Meetings
	WFH and Telecommuting

	Electronic Forms and Questionnaires
	Business and IT Impact Analysis Questionnaire
	Blog Policy Compliance Agreement
	BYOD Access and Use Agreement
	Change Control Request
	Email - Employee Acknowledgment
	Internet Access Request
	Internet & Electronic Communication - Employee Acknowledgment
	Internet Access Request
	Security Access Application
	Sensitive Information Policy Compliance Agreement
	Social Networking Policy Compliance Agreement
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Text Messaging Sensitive Information Agreement



	Definition
	Infrastructure

	What’s New

	Job Descriptions
	Table of Contents
	Vice President Strategy and Architecture
	Chief Experience Officer (CXO)
	Director Electronic Commerce
	Director IT Infrastructure
	Manager Change Control
	Manager Customer Service
	Manager KPI Metrics
	Manager Security and Workstations
	Manager Service Level Reporting
	Manager Training and Documentation
	Manager User Support
	Manager Vendor Management
	Manager WFH Support
	Change Control Analyst
	Change Control Supervisor
	Metrics Measurement Analyst
	SEO Specialist

	Electronic Forms and Questionnaires
	Table of Contents
	Business and IT Impact Analysis Questionnaire
	Blog Policy Compliance Agreement
	BYOD Access and Use Agreement
	Change Control Request
	Email - Employee Acknowledgment
	Internet Access Request
	Internet & Electronic Communication - Employee Acknowledgment
	Internet Access Request
	Security Access Application
	Sensitive Information Policy Compliance Agreement
	Social Networking Policy Compliance Agreement
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Text Messaging Sensitive Information Agreement

	Supporting Policies
	Table of Contents
	Blog and Personal Web Sites Policy
	Table of Contents
	Policy
	Rights to content
	Option for More Restrictive License Terms
	Attribution
	Guidelines

	Personal Website and Blog Guidelines – Non-ENTERPRISE domains
	Security Standards
	Best Practice Blog Guideline for Publishers
	Blog Best Practices to Improve the Value of Your Blog
	Issues to Manage with SLAs for Blog and Web Site Security
	Proposed Service Level Agreement Metrics
	Blog Policy Compliance Agreement
	What’s New

	Bring Your Own Device (BYOD) Access and Use Policy
	Table of Contents
	Overview
	Components of the BYOD Strategy and Basics for BYOD Policy
	Device Choices
	User Experience and Privacy
	Trust Security Compliance
	Application Design and Infrastructure
	Economics
	Liability
	Maintainability
	Internal marketing and training

	Device Ownership Issues
	Policy
	Device Requirements
	Policy Definitions
	Access Control
	Security
	Device Access Security

	Help & Support
	Enterprise Mobile Device Infrastructure
	BYOD Infrastructure
	Disaster Recovery
	Termination
	Backups
	Intellectual Property

	Tablet Computer (iPads)
	Security
	Supported Problems

	Internal Network Access
	Repair Procedure
	Upgrade Procedure
	Patching Policy

	BYOD Security Best Practices
	Security Controls
	Remote BYOD Management
	Access Management Controls
	Tablet and Smartphone Applications

	Work From Home - Best Practices

	BYOD Metrics and SLA Agreement
	Executive management
	Business unit executives
	IT organization

	Legal Considerations
	Privacy
	Record Retention
	Record Retention - Federal and State Requirements
	Implications Sarbanes-Oxley and Gramm-Leach-Bliley
	Security Requirements


	Appendix
	BYOD Policy Decision Table
	Electronic Forms
	BYOD Access and Use Agreement Form
	Employee Termination Checklist
	Mobile Device Security Access and Use Agreement Form
	Mobile Device Security and Compliance Checklist
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Work From Home IT Checklist
	Work From Home Work Agreement

	IT Job Descriptions
	BYOD Support Specialist
	BYOD Support Supervisor
	Manager BYOD Support
	Manager WFH Support


	What’s New

	Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy
	Table of Contents
	Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy
	Risks and Costs Associated with Email, Social Networking, Electronic Communication, and Mobile Devices
	Appropriate use of Equipment
	BYOD Security
	Overview of electronic communication and data sharing
	Internet Access
	Internet Browsing Best Practices

	Tablets, PDAs, and Smartphones
	Federal Rules of Civil Procedures
	Enterprise Acceptable Use Overview for Electronic Communications
	Electronic Mail
	Email Retention Compliance
	Policy
	Unclassified – Temporary
	Email to Be Deleted
	Email to be maintained

	Email to be printed
	Regulations and Industry Impact
	Keys to Email Archiving Compliance

	Retention of Email on Personal Systems
	Email Forwarding Outside of ENTERPRISE
	Email User Best Practices
	Commercial Email
	Best Practices for Opt-In email
	BEST OPT-IN PRACTICES:


	Work From Home
	WFH Operational Rules

	Social Networking
	Relevant Technologies
	Responsibility
	Social Network Topic Guidelines
	ENTERPRISE Assets
	Inaccurate or Defamatory Content
	Off-Limits material
	Offensive Materials
	Intellectual property, trade secrets, or customer data
	Online recommendations
	Financial information


	Copyrighted Materials
	Ownership of Information
	Security
	Skype
	Text Messaging

	Appendix
	Job Descriptions
	Manager User Support
	Manager WFH Support

	Forms
	Internet & Electronic Communication - Employee Acknowledgment
	Internet Access Request
	Email Employee Acknowledgment
	Internet Use Approval
	Security Access Application
	Social Networking Policy Compliance Agreement
	Telecommuting IT Check List Form
	Telecommuting Work Agreement
	Text Messaging Sensitive Information Agreement
	Work From Home Contact Information
	Work From Home IT Checklist
	Work From Home Work Agreement


	Reference Section
	Standard e-mail Reply Responses
	Canada's Anti-spam Law (CASL), Bill C-28
	Liability
	Best Practices to Meet Compliance Requirements
	Definitions
	Existing Business Relationship
	Existing Non-Business Relationship



	What’s News

	Patch Management Version Control Policy
	Table of Contents
	The Patch Management Version Control Process
	Policy
	Vendor Updates
	Work From Home Considerations
	Concepts
	Responsibility
	Organizational Roles
	Monitoring
	Review and evaluation
	Risk assessment and testing
	Notification and Scheduling
	Implementation
	Emergency patches
	Critical Patches

	Auditing, assessment, and verification
	User responsibilities and practices

	Version Control Best Practices
	Service packs should be the foundation of your patch management process
	Focus on the product support lifecycle is a key element in the Patch Management strategy
	Perform risk assessments using vendor’s severity rating systems as a starting point
	Use mitigating factors to determine applicability and priority
	Only use workarounds in conjunction with the deployment
	Issues with patches should be documented and available
	Test updates before deployment
	Use only methods and information recommended for detection and deployment

	Security Patch Management Best Practices
	Utilize a proven security breach discovery service
	Implement a strategy for auto-update from vendors
	Implement a log for the procedure to validate devices connected to have the current versions of the OS platform and applications
	Support multiple OS platforms
	Perform application patching in addition to OS platform updates
	Apply coverage to all devices connected to the network
	Implement patches and changes on a pre-defined schedule
	Be agentless in the data center
	Mitigate after exceptions
	Monitor and report all deviations from approved patch levels

	Appendix
	Job Descriptions
	Chief Experience Officer
	Manager Change Control
	Manager Customer Service
	Manager Security and Workstations
	Manager Training and Documentation
	Manager User Support
	Manager WFH Support
	Change Control Supervisor
	Change Control Analyst

	Electronic Form
	Change and Patch Management Control Log
	Work From Home Contact Information
	Work From Home IT Checklist


	What’s New

	Sensitive Information Policy - Credit Card, Social Security, Employee, and Customer Data
	Overview
	Policy
	PCI
	HIPAA
	California Consumer Protection Act (CCPA)
	General Data Protection Regulation (GDPR)
	Gramm-Leach-Bliley (Financial Services Modernization Act of 1999
	Massachusetts 201 CMR 17.00 Data Protection Requirements

	User/Customer Sensitive Information and Privacy Bill of Rights
	Secure Network Standards
	Payment Card Industry Data Security Standard (PCI DSS)
	WiFi
	Outsourcing
	Sampling

	Install and Maintain a Network Configuration Which Protects Data
	Wireless & VPN
	Modify Vendor Defaults
	Protect Sensitive Data
	Protect Encryption Keys, User IDs, and Passwords
	Protect Development and Maintenance of Secure Systems and Applications
	Before Implementation
	Vendor Products
	ENTERPRISE Products

	Manage User IDs to Meet Security Requirements
	Restrict Physical Access to Secure Data Paper and Electronic Files
	Regularly Monitor and Test Networks
	Monitor All Access to Network Resources and Sensitive Data

	Test Security Systems and Processes

	Email Retention Compliance
	Policy
	Unclassified – Temporary
	Email to Be Deleted
	Email to be maintained

	Email to be printed
	Regulations and Industry Impact
	Keys to Email Archiving Compliance

	Privacy Guidelines
	Best Practices
	Best Practices for Text Messaging of Sensitive Information
	US government classification system
	Executive Order 13526
	Classification Standards
	Classification Levels.
	Classification Authority.



	Appendix
	Job Descriptions
	 Chief Compliance Officer (CCO)
	 Chief Security Officer (CSO)
	 Manager Data Security
	 Security Architect

	Forms
	 Sensitive Information Policy Compliance Agreement
	 Work From Home IT Checklist

	HIPAA Audit Program Guide
	Background
	Ensuring HIPAA Compliance
	HIPAA Requires
	HIPAA Implementation Requires

	Planning the Audit
	HIPAA Audit Scope
	Audit Objectives
	Objective 1
	Objective 2
	Objective 3

	Audit Wrap Up



	What’s New

	Travel, Laptop, PDA, and Off-Site Meetings
	Laptop and PDA Security
	BYOD Security
	Service Provider Selection
	Wi-Fi & VPN
	Data and Application Security
	Minimize Attention
	Public Shared Resources – Wireless and Shared Computers
	Off-Site Meeting Special Considerations
	Pandemic Issues
	International Travel Best Practices
	Remote Computing Best Practices
	Electronic Meetings
	Best Practices for Electronic Meetings

	Appendix
	Job Description
	Chief Experience Officer
	Chief Mobility Officer
	Manager Help Desk Support
	Manager Telecommuting
	Manager WFH Support

	Electronic Forms
	Mobile Device Access and Use Agreement
	Mobile Device Security and Compliance Checklist
	Privacy Policy Compliance Agreement
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Work From Home IT Checklist
	Work From Home Work Agreement


	Revision History

	Work From Home (WFH) & Telecommuting Policy
	Table of Contents
	Telecommuting resource misuse can have serious implications for an enterprise
	Policy
	Policy Definitions
	ENTERPRISE Responsibilities
	ENTERPRISE Policy Requirements

	Termination of Agreement
	Terms and Conditions
	Compensation and Benefits
	Hours of Work
	Attendance at Meetings
	Sick Leave and Time Off
	Workers’ Compensation and Safety Program Liability
	Equipment and Supplies
	Enterprise Owed Equipment
	Employee-Owned Equipment

	Record Management Process and BCP
	BYOD Security
	Telecommuting costs

	Work Agreements
	BYOD, Tablets, PDAs, and Smartphones

	Work From Home
	WFH Operational Rules
	WFH Challenges Faced
	Interactions
	Socialization- Team building
	Security and Compliance
	Boundaries – Home vs Work
	Infrastructure
	Isolation
	Visibility
	Communication
	Time Zones
	Meetings


	Appendix
	Employer Legal Workplace Responsibilities
	Position Requirements for Qualification for WFH & Telecommuting
	Determining positions that are appropriate for WFH & telecommuting
	Employee qualities that are appropriate for WFH & telecommuting

	Top 10 Best Practices
	Job Description
	Manager Telecommuting
	Manager Work From Home Support

	Electronic Forms
	Company Asset Employee Control Log
	Inspection Checklist Alternative Location
	Internet and Electronic Communication Agreement
	Mobile Device Access and Use Agreement
	Mobile Device Security and Compliance Checklist
	Privacy Policy Compliance Agreement
	Remote Location Contact Information
	Safety Checklist - Work at Alternative Location
	Security Access Application Mobile
	Sensitive Information Policy Compliance Agreement
	Social Networking Policy Compliance Agreement
	Telecommuting IT Checklist
	Telecommuting Work Agreement
	Text Messaging Sensitive Information Agreement
	Work From Home Contact Administration
	Work From Home IT Checklist
	Work From Home Work Agreement


	What’s New




	Prepared by_Qxuvnp97LoQLjyC4lod8Xw: 
	Date_QWNQRbrPTWXr5VinzVLimg: 
	Location Type_0_P3Jg3vYXGVjGspDA70yDUA: Off
	Location Type_1_P3Jg3vYXGVjGspDA70yDUA: Off
	Location Type_2_P3Jg3vYXGVjGspDA70yDUA: Off
	Location Type_3_P3Jg3vYXGVjGspDA70yDUA: Off
	Address _52KqTYnD34SMGdv-Pf-1eg: 
	Main Phone _1icc29fIKmZzGkqEH0X2hA: 
	_   Facility Manager_rZgRqF2e1RyLrfdWMHvSTQ: 
	Assets at facility_TcLasYuRg1Pe1DwJYT5dhA: 
	Head count at Facility_sqSkhch53jMHLsF3zJvryg: 
	Primary Functions Performed_RN9s2WEzPaLUN*zeTyEksA: 
	Column1_RMYbh92PQWPcG1JrNPTfWw: 
	Column2_MQjMgBEsa1ADbWLeXN*Clg: 
	Backup Power_5tErDBQL8hkq8kO2i-bxQw: Off
	Length of Support Hrs_xQarG4zH4wo3B9Mq*eDuIQ: 
	Safety Program_CAmnJ65sw-Z9RrPIB0bFjw: Off
	Date of Last Review_DprgKvSgriZoZeJaRw3plQ: 
	DRP/BCP_aKdaez0LBgAoeeeBkpPjlA: Off
	Date of Last Test_OMvUJjEeEi*HSvdDLiYQRw: 
	Internet Access_hSS08NxN5e1FOC246VOZKg: Off
	Num of Access Points_lRXT4WtryceGerf3sSIUtg: 
	Any Cat I in Facility_upMXjbF3p3PX6mI4vU8SRg: Off
	Any Cat II in Facility_L3sHoN5Ht0fqKyxWkyvdIg: Off
	Any Cat III in Facility_YEo5Kdzy708cJCZfQM8DCg: Off
	Any Cat IV in Facility_ZLZO0Qwr65QVOdDRFJJEDg: Off
	Public Access_vatiCBxvumLkYFDL*Fz7BQ: Off
	Security Badges_Rn-hdjIzBSm8YLULNcI57A: Off
	Reception Desk_C4kMuCD4jnXT115WoyNWkw: Off
	Card Key_CH-YoJLEV-0ZqUBUyj8BXg: Off
	Guards_RK7taFwBdCBh01ume4Gi1A: Off
	Fenced_yZSMJvltZXxnZmEFrEKHyA: Off
	Armed_Xv73LsCtfUe1aElRS6dOeg: Off
	Guard Gate_qBLE-MU8gILxZAbrHnvrlg: Off
	Guest Escorted_11VULM0vHuW6uTa3CthXfQ: Off
	Gate Manned_*lktuvlcaafuiavzhLSPqQ: Off
	Cameras_zlUSYt1*tIDmBb2TmUyDXg: Off
	_24/7 Security_0F3JuMWA*ECCdKRgxZXs3Q: Off
	RT Monitoring_mNPZQbKkn9PQKT3sdLLE3w: Off
	After Hours Contact _wx*Ty5W1exHVLbV-xrrEcw: 


