
  



 

CIO IT Infrastructure Policy Bundle 

 

  
Page 2   © 2025 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com 

 

  

Table of Contents 

This document contains the following policies: 

 Backup and Backup Retention Policy (revised 04/2025) 
 Blog and Personal Web Site Policy (revised 04/2025) 
 BYOD Access and Use Policy (revised 04/2025) 
 Google Glass Policy (revised 04/2025) 
 Incident Communication Policy (revised 04/2025)  
 Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy 

(revised 04/2025) 
 Mobile Device Access and Use Policy (revised 04/2025) 
 Outsourcing and Cloud-Based File Sharing Policy (revised 02/2024) 
 Patch Management Version Control (revised 04/2024) 
 Physical and Virtual Server Security (revised 03/2024)  
 Privacy Compliance Policy (revised 05/2025) 
 Record Classification, Management, Retention, and Disposition Policy (revised 05/2025) 
 Safety Program (revised 01/2024) 
 Sensitive Information Policy (revised 05/2025) 
 Service Level Agreement Policy including sample metrics (revised 05/2024) 
 Social Networking Policy (revised 04/2025)  
 Technology Acquisition Policy (revised 06/2024) 
 Text Messaging Sensitive and Confidential Information (revised 03/2024) 
 Travel, Laptop, PDA and Off-Site Meeting Policy (revised 04/2024) 
 Wearable Devices (revised 03/2024) 
 Work From Home (WFH) & Telecommuting Policy (revised 03/2024) 
 Electronic Forms 
 Job Descriptions 

 

Legend – Highlighted in Yellow updated in 2025 

You will receive notifications when the updates are available.  If you have not purchased the update service, you 
will only be able to download these updates for 30 days after the original purchase.  To get the update service go 
to: 

• 12 months - https://e-janco.com/session/cart_x.aspx?p=SUB-090-12  
• 24 months - https://e-janco.com/session/cart_x.aspx?p=SUB-094-24  
• Individual Policies - https://e-janco.com/updateserviceindivdualpolicies.htm  

https://e-janco.com/session/cart_x.aspx?p=SUB-090-12
https://e-janco.com/session/cart_x.aspx?p=SUB-094-24
https://e-janco.com/updateserviceindivdualpolicies.htm


 
 

 
 
 

 

  



 
Backup and Record Retention Policy 

 

© 2025 Janco Associates, Inc. -- All Rights Reserved – https://e-janco.com  - Page 3 
 

Table of Contents 

Table of Contents ...................................................................................................................................................... 3 
Backup and Backup Retention Policy ........................................................................................................................... 4 

Policy ......................................................................................................................................................................... 4 
Applicability .............................................................................................................................................................. 4 
Backup Versus Archive .............................................................................................................................................. 4 

Archiving Implications Sarbanes-Oxley ................................................................................................................ 5 
SOX – Section 802 .............................................................................................................................................. 5 

Record Retention Requirements .......................................................................................................................... 5 
Artificial Intelligence Impact on Backup and Recovery ........................................................................................ 5 

Types of Backups ...................................................................................................................................................... 7 
Storage Management ............................................................................................................................................... 8 
Minimal Backup Policy .............................................................................................................................................. 8 
System Specific Backup Policy ................................................................................................................................ 13 
Backup Retention .................................................................................................................................................... 15 
Documentation and Backup Media Labeling .......................................................................................................... 15 
Issues to Manage with SLAs for Backup.................................................................................................................. 17 
Proposed Service Level Agreement Metrics ........................................................................................................... 18 

Appendix .................................................................................................................................................................... 19 
EU Safe Harbor Act Compliance and Data Backup Conflicts ................................................................................... 20 
Backup - Best Practices ........................................................................................................................................... 21 
Cloud Backup – Best Practices ................................................................................................................................ 24 
Mobile Device and Work From Home Users Backup - Best Practices..................................................................... 25 
Electronic Forms ..................................................................................................................................................... 26 

• Outsourcing Security Compliance Agreement 
• Telecommuting Work Agreement 
• Remote Location Contact form 
• Vendor Contact Information form 
• Work From Home Contact Information form 

Job Descriptions ...................................................................................................................................................... 27 
• Manager Artificial Intelligence 
• Manager Compliance 
• Manager Disaster Recovery and Business Continuity 
• Manager Security and Workstations 
• Manager WFH Support Manager WFH Support 

What’s New ............................................................................................................................................................... 28 

https://e-janco.com/


 



 
Blog and Personal Web Site Policy 

 

 
© 2025 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e.janco.com - 1 - 

Table of Contents 
Blog and Personal Web Sites Policy ........................................................................................................................... 2 

Policy ...................................................................................................................................................................... 2 
Rights to content .................................................................................................................................................... 3 

Option for More Restrictive License Terms .......................................................................................................... 3 
Attribution ............................................................................................................................................................ 4 
Guidelines ............................................................................................................................................................. 4 

Personal Website and Blog Guidelines – Non-ENTERPRISE domains ..................................................................... 6 
Security Standards .................................................................................................................................................. 7 
Best Practice Blog Guideline for Publishers ............................................................................................................ 8 
Blog Best Practices to Improve the Value of Your Blog .......................................................................................... 9 
Issues to Manage with SLAs for Blog and Web Site Security ................................................................................ 10 
Proposed Service Level Agreement Metrics ......................................................................................................... 11 
Blog Policy Compliance Agreement ...................................................................................................................... 12 
What’s New .......................................................................................................................................................... 13 

 

 

 

  



  



 

BYOD Policy 

 

 

 
Page 2 

 

  
© 2024 Copyright Janco Associates, Inc. -- ALL RIGHTS RESERVED -- e-janco.com 

 

Table of Contents 

Bring Your Own Device (BYOD) Access and Use Policy .............................................................................................. 3 
Overview ............................................................................................................................................................. 3 

Components of the BYOD Strategy and Basics for BYOD Policy ...................................................................... 4 
Device Ownership Issues ................................................................................................................................. 7 
Policy ............................................................................................................................................................... 8 

Device Requirements ................................................................................................................................. 8 
Policy Definitions ....................................................................................................................................... 9 
Access Control ............................................................................................................................................ 9 
Security .................................................................................................................................................... 10 
Help & Support ........................................................................................................................................ 11 
Enterprise Mobile Device Infrastructure ................................................................................................. 11 
BYOD Infrastructure ................................................................................................................................. 12 
Disaster Recovery .................................................................................................................................... 12 
Termination.............................................................................................................................................. 12 
Backups .................................................................................................................................................... 12 
Tablet Computer (iPads) .......................................................................................................................... 13 
Internal Network Access .......................................................................................................................... 13 
Repair Procedure ..................................................................................................................................... 13 
Upgrade Procedure .................................................................................................................................. 13 
Patching Policy ......................................................................................................................................... 13 

BYOD Security Best Practices ........................................................................................................................ 14 
Work From Home - Best Practices................................................................................................................. 16 

BYOD Metrics and SLA Agreement ................................................................................................................... 17 
Legal Considerations ......................................................................................................................................... 19 
Appendix ........................................................................................................................................................... 22 

BYOD Policy Decision Table ........................................................................................................................... 23 
Electronic Forms ............................................................................................................................................ 24 

BYOD Access and Use Agreement Form 
Employee Termination Checklist 
Mobile Device Security Access and Use Agreement Form 
Mobile Device Security and Compliance Checklist 
Telecommuting IT Checklist 
Telecommuting Work Agreement 
Work From Home IT Checklist 
Work From Home Work Agreement 

IT Job Descriptions ........................................................................................................................................ 25 
BYOD Support Specialist 
BYOD Support Supervisor 
Manager BYOD Support 
Manager WFH Support 

What’s New ...................................................................................................................................................... 26 

 

  





Google Glass Policy 

2 
© 2025 Copyright Janco Associates, Inc. – e-janco.com 

Table of Contents 

Google Glass Policy .................................................................................................................................................... 3 

Overview ............................................................................................................................................................. 3 

Policy ................................................................................................................................................................... 3 
Google Glass Policy Requirements ............................................................................................................. 4 
Policy Definitions ....................................................................................................................................... 4 
Access Control ............................................................................................................................................ 5 
Security ...................................................................................................................................................... 6 
Help & Support .......................................................................................................................................... 7 
Work From Home Considerations.............................................................................................................. 7 
Ownership of device .................................................................................................................................. 7 
Ownership of data ..................................................................................................................................... 8 
Enterprise Mobile Device Infrastructure ................................................................................................... 8 
Google Glass Infrastructure ....................................................................................................................... 9 
Disaster Recovery ...................................................................................................................................... 9 
Backups ...................................................................................................................................................... 9 
Google Glass Physical Device ..................................................................................................................... 9 
Internal Network Access .......................................................................................................................... 10 
Repair Procedure ..................................................................................................................................... 10 
Upgrade Procedure .................................................................................................................................. 10 
Patching Policy ......................................................................................................................................... 10 

Google Glass Security Best Practices ............................................................................................................. 11 

Legal Considerations ......................................................................................................................................... 13 
Privacy ...................................................................................................................................................... 13 
Record Retention ..................................................................................................................................... 14 

Appendix – Electronic Forms ............................................................................................................................ 16 
• Google Glass Access and Use Agreement
• Mobile Device Access and Use Agreement
• Mobile Device Security and Compliance Checklist
• Wearable Device Access and Use Agreement

What’s New ....................................................................................................................................................... 17 



 

 

                   



 

Policy – Incident Communication Plan  

 

  
© 2025 Copyright Janco Associates, Inc. – https://e-janco.com 

 

Table of Contents 
Incident Communication Plan .................................................................................................................................... 1 

Overview................................................................................................................................................................. 1 
Incident Response Team – Core Responsibilities ................................................................................................... 1 

Objective ............................................................................................................................................................... 3 
Policy ...................................................................................................................................................................... 3 

Guidelines ............................................................................................................................................................. 4 
Request for Information .................................................................................................................................... 5 
Editorial or Letter to Editor Requests ................................................................................................................ 5 
Requests for Interviews ..................................................................................................................................... 6 
Emergency Response ......................................................................................................................................... 6 
Pandemic Considerations .................................................................................................................................. 7 
Unannounced Visit ............................................................................................................................................ 8 
Press Releases .................................................................................................................................................... 9 

Business Continuity Communication Lifecycle ..................................................................................................... 10 
Pre-event ............................................................................................................................................................ 10 
Event Occurrence ............................................................................................................................................... 11 
On-going event impact ....................................................................................................................................... 12 
Resumption of business operation ..................................................................................................................... 12 
Post-event evaluation ......................................................................................................................................... 13 

Best Practices ....................................................................................................................................................... 14 
News Conference ................................................................................................................................................ 14 
Press Release ...................................................................................................................................................... 15 
Media Relations .................................................................................................................................................. 16 

Federal Computer Security Incident Handling Requirements .............................................................................. 17 
Appendix ............................................................................................................................................................... 19 

Cyber Incident Response Responsibilities .......................................................................................................... 20 
Overall Organization Responsibilities ................................................................................................................. 21 
Social Networking Checklist ................................................................................................................................ 22 
Job Description ................................................................................................................................................... 28 

Director Media Communications 
Electronic Forms ................................................................................................................................................. 29 

Incident Communication Contact Form 
Pandemic Planning Checklist Form 

What’s New .......................................................................................................................................................... 30 

 

 

  



  
 

  

 

 

 

  



 

Internet, Email, Social Networking, Mobile Device, and 
Electronic Communication Policy 

 

 

1 © 2025 Janco Associates, Inc. -- All Rights Reserved – https://e-janco.com 

 

TABLE OF CONTENTS 
Internet, Email, Social Networking, Mobile Device, and Electronic Communication Policy.......................................... 2 

Risks and Costs Associated with Email, Social Networking, Electronic Communication, and Mobile Devices ......... 2 
Appropriate use of Equipment ................................................................................................................................. 2 
BYOD Security ........................................................................................................................................................... 2 
Overview of electronic communication and data sharing ........................................................................................ 3 
Internet Access ......................................................................................................................................................... 4 
Tablets, PDAs, and Smartphones .............................................................................................................................. 4 
Federal Rules of Civil Procedures .............................................................................................................................. 5 
Enterprise Acceptable Use Overview for Electronic Communications ..................................................................... 6 
Electronic Mail .......................................................................................................................................................... 6 
Retention of Email on Personal Systems ................................................................................................................ 11 
Email Forwarding Outside of ENTERPRISE .............................................................................................................. 11 
Email User Best Practices ........................................................................................................................................ 12 
Commercial Email ................................................................................................................................................... 14 
Work From Home ................................................................................................................................................... 16 
Social Networking ................................................................................................................................................... 17 
Copyrighted Materials ............................................................................................................................................ 20 
Ownership of Information ...................................................................................................................................... 20 
Security ................................................................................................................................................................... 20 
Skype ....................................................................................................................................................................... 21 
Text Messaging ....................................................................................................................................................... 22 
Appendix ................................................................................................................................................................. 23 

Job Descriptions ................................................................................................................................................. 23 
Manager User Support 
Manager WFH Support 

Forms.................................................................................................................................................................. 24 
Internet & Electronic Communication - Employee Acknowledgment 
Internet Access Request 
Email Employee Acknowledgment 
Internet Use Approval 
Security Access Application 
Social Networking Policy Compliance Agreement 
Telecommuting IT Check List Form 
Telecommuting Work Agreement 
Text Messaging Sensitive Information Agreement 
Work From Home Contact Information 
Work From Home IT Checklist 
Work From Home Work Agreement 

Reference Section ................................................................................................................................................... 25 
Standard e-mail Reply Responses ...................................................................................................................... 25 
Canada's Anti-spam Law (CASL), Bill C-28 .......................................................................................................... 26 

What’s News ........................................................................................................................................................... 30 

https://e-janco.com/
http://www.e-janco.com/


  



 

Mobile Access and Use Policy 

 

1 
 
© 2025 Copyright Janco Associates, Inc. – https://e-janco.com 

 

Table of Contents 

Mobile Access and Use Policy .................................................................................................................................... 2 

Overview ............................................................................................................................................................. 2 
Components of the BYOD Strategy and Basics for BYOD Policy ...................................................................... 3 

Policy ................................................................................................................................................................... 6 
Policy and Appropriate Use ............................................................................................................................. 6 

Mobile Devices ........................................................................................................................................... 8 
Policy Definitions ....................................................................................................................................... 9 
Access Control ............................................................................................................................................ 9 
Federal Trade Commission Mobile Policy Guidelines .............................................................................. 10 
Security .................................................................................................................................................... 11 
Help & Support ........................................................................................................................................ 12 
Enterprise Mobile Device Infrastructure ................................................................................................. 13 
Equipment and Supplies .......................................................................................................................... 13 
Tablet Computer (iPads and Microsoft Surface) ...................................................................................... 14 

Mobile Device Security Best Practices .............................................................................................................. 16 
Mobile Device Security Best practices .......................................................................................................... 16 

Security controls ...................................................................................................................................... 16 
Remote device management ................................................................................................................... 17 
Access management controls .................................................................................................................. 17 
Tablet and Smartphone applications ....................................................................................................... 17 

Appendix ........................................................................................................................................................... 18 
Electronic Forms ............................................................................................................................................ 19 

• BYOD Access and Use Agreement Form 
• Company Asset Employee Contol Log 
• Employee Termination Checklist 
• Mobile Device Security Access and Use Agreement Form 
• Mobile Device Security and Compliance Checklist 
• Wearable Device Access and Use Agreement 
• Work From Home Contact Information 
• Work From Home IT Checklist 
• Work From Home Work Agreement 

What’s New ...................................................................................................................................................... 20 

 

 

  



 

 

 

 
 

 



 

Outsourcing and Cloud-Based File Sharing Policy  

 

1 © 2024 Janco Associates, Inc. -- All Rights Reserved – https://e-janco.com 

 

Table of Contents 
 
Outsourcing and Cloud-Based File Sharing Policy .......................................................................................................... 3 

Outsourcing Cloud-Based File Sharing Management Standard ................................................................................ 3 
Overview .............................................................................................................................................................. 3 
Standard ............................................................................................................................................................... 3 

Outsourcing Policy .................................................................................................................................................... 4 
Policy Statement .................................................................................................................................................. 4 
Goal ...................................................................................................................................................................... 4 

Approval Standard .................................................................................................................................................... 5 
Overview .............................................................................................................................................................. 5 
Standard ............................................................................................................................................................... 5 
Work From Home Considerations ...................................................................................................................... 10 
Responsibilities................................................................................................................................................... 10 

Appendix ................................................................................................................................................................. 12 
Electronic Forms ................................................................................................................................................. 13 

• Outsourcing and Cloud Security Compliance Agreement 
• Outsourcing Security Compliance Agreement 
• Remote Location Contact Information 
• Vendor Contact 
• Work From Home IT Checklist 
• Work From Home Work Agreement 

Job Descriptions ................................................................................................................................................. 14 
• Vice President Strategy and Architecture 
• Manager Cloud Applications 
• Manager Outsourcing 
• Manager User Support 
• Manager Vendor Management 
• Manager WFH Support 
• Cloud Computing Architect 

Audit Program Guide .......................................................................................................................................... 15 
Background.................................................................................................................................................... 15 
ISO 27001 requirements ............................................................................................................................... 15 
ISO 27001  implementation requires ............................................................................................................ 15 
Planning the Audit ......................................................................................................................................... 16 
Audit Scope ................................................................................................................................................... 17 
Audit Objectives ............................................................................................................................................ 17 
Audit Wrap Up ............................................................................................................................................... 18 

Top 10 Cloud and Outsourcing SLA Best Practices ............................................................................................. 19 
What’s New ............................................................................................................................................................ 20 

 

  

https://e-janco.com/


  



 

Policy – Patch Management Version Control 

 

1 
 
© 2024 Copyright Janco Associates, Inc. – www.e-janco.com 

 

 Table of Contents 
Patch Management Version Control Policy ............................................................................................................... 3 

The Patch Management Version Control Process ................................................................................................ 3 
Policy ..................................................................................................................................................................... 4 

Emergency patches ............................................................................................................................................ 8 
Critical Patches .................................................................................................................................................. 8 

Version Control Best Practices ............................................................................................................................ 10 
Service packs should be the foundation of your patch management process ............................................ 10 
Focus on the product support lifecycle is a key element in the Patch Management strategy.................... 10 
Perform risk assessments using vendor’s severity rating systems as a starting point ................................ 10 
Use mitigating factors to determine applicability and priority ................................................................... 10 
Only use workarounds in conjunction with the deployment ...................................................................... 11 
Issues with patches should be documented and available ......................................................................... 11 
Test updates before deployment ................................................................................................................ 11 
Use only methods and information recommended for detection and deployment ................................... 11 

Security Patch Management Best Practices ....................................................................................................... 12 
Utilize a proven security breach discovery service ...................................................................................... 12 
Implement a strategy for auto-update from vendors ................................................................................. 12 
Implement a log for the procedure to validate devices connected to have the current versions of the OS 

platform and applications ........................................................................................................................ 12 
Support multiple OS platforms .................................................................................................................... 12 
Perform application patching in addition to OS platform updates ............................................................. 13 
Apply coverage to all devices connected to the network ........................................................................... 13 
Implement patches and changes on a pre-defined schedule ...................................................................... 13 
Be agentless in the data center ................................................................................................................... 14 
Mitigate after exceptions ............................................................................................................................ 14 
Monitor and report all deviations from approved patch levels .................................................................. 14 

Appendix 
Job Descriptions .................................................................................................................................................. 15 

Chief Experience Officer 
Manager Change Control 
Manager Customer Service 
Manager Security and Workstations 
Manager Training and Documentation 
Manager User Support 
Manager WFH Support 
Change Control Supervisor 
Change Control Analyst 

Electronic Forms ................................................................................................................................................. 16 
Change and Patch Management Control Log 
Work From Home Contact Information 
Work From Home IT Checklist 

What’s New .............................................................................................................................................................. 20 



Physical and Virtual File Server Security Policy  

© Copyright 2023 Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com 

0 

 

  



Physical and Virtual File Server Security Policy  

© Copyright 2023 Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com 

1 

Table of Contents 

 

Physical and Virtual File Server Security Policy ............................................................................................................. 3 

Policy Purpose ....................................................................................................................................................... 3 

Policy Statement .................................................................................................................................................... 3 

Applicability ........................................................................................................................................................... 3 

Terms and Definitions ............................................................................................................................................ 3 

Server Requirements ............................................................................................................................................. 4 

Critical Server Requirements ......................................................................................................................... 4 

General Server Requirements ........................................................................................................................ 4 

Public Server Requirements ........................................................................................................................... 4 

Server Configuration Guidelines ............................................................................................................................ 5 

Ransomware Protection ........................................................................................................................................ 6 

AI Server Security Tools ......................................................................................................................................... 7 

Job Descriptions ..................................................................................................................................................... 8 

Chief Information Security Officer 

Forms ..................................................................................................................................................................... 9 

Server Registration Form 

Application & File Server Inventory 

What’s New ............................................................................................................................................................. 10 

  

  



 
 
 
     

   



 

Privacy Compliance Policy 
US and EU Mandated Privacy Compliance 

 

1 
 

© 2025 Copyright Janco Associates, Inc. – www.e-janco.com 

 

Table of Contents 
 

Privacy Compliance Policy – U.S. and EU Mandated Requirements .............................................................................. 3 
Overview ................................................................................................................................................................... 3 
Right to Privacy ......................................................................................................................................................... 3 

California Consumer Privacy Act of 2018 ............................................................................................................. 4 
Consumer’s Right to Know Information that Has Been Captured ..................................................................... 4 
Consumer’s Right to Have Data Removed ......................................................................................................... 5 
Consumer’s Right to Know How Data is Used ................................................................................................... 6 
Consumer’s Rights to Data That is Sold ............................................................................................................. 7 
Consumer’s Rights for Stopping the Sale of Data .............................................................................................. 8 
Consumer’s Rights to Not be Discriminated Due to Opt Out ............................................................................ 9 
Enterprise Reporting Requirements ................................................................................................................ 10 
Enterprise Internet and WWW requirements ................................................................................................. 12 

GDPR .................................................................................................................................................................. 13 
Why Data is Captured ...................................................................................................................................... 13 
User Consent ................................................................................................................................................... 14 
Communication ............................................................................................................................................... 15 
Third Party Data ............................................................................................................................................... 15 
Profiling............................................................................................................................................................ 16 
Legacy data ...................................................................................................................................................... 16 

PCI ...................................................................................................................................................................... 17 
HIPAA ................................................................................................................................................................. 20 
Gramm-Leach-Bliley (Financial Services Modernization Act of 1999 ................................................................. 21 
Massachusetts 201 CMR 17.00 Data Protection Requirements ........................................................................ 22 

User/Customer Sensitive Information and Privacy Bill of Rights ............................................................................ 23 
Appendix ................................................................................................................................................................. 24 

Forms.................................................................................................................................................................. 24 
Privacy Compliance Policy Acceptance Agreement 

Job Descriptions ................................................................................................................................................. 25 
Chief Security Officer 
Data Protection Officer 
Manager Compliance 
Manager Security and Workstations 
Security Architect 

Privacy and Security Compliance Implementation Work Plan ........................................................................... 26 
What’s New ............................................................................................................................................................ 28 

 

  



  



 

Record Classification, Management, Retention, and 
Disposition Policy 

 

1 
 
© 2025 Copyright Janco Associates, Inc. – https://e-janco.com 

 

Table of Contents 

Record Classification, Management, Retention, and Disposition Policy Statement ................................................. 2 
Overview ............................................................................................................................................................ 2 

Scope .................................................................................................................................................................... 3 
Work From Home impact ..................................................................................................................................... 3 
AI impact ............................................................................................................................................................... 3 

What is Record Classification and Management ....................................................................................................... 4 
Regulatory Overview ................................................................................................................................................. 5 

What ENTERPRISE Should Do ............................................................................................................................. 10 
Record Classification, Management, Retention, and Disposition Standard ............................................................ 11 
Email Retention Compliance ................................................................................................................................... 25 
Implementation Interview Checklist........................................................................................................................ 30 
Record classification, management, retention, and disposition Annual Review Process ....................................... 31 
Record Management Best Practices ........................................................................................................................ 33 
Appendix .................................................................................................................................................................. 37 

Job Descriptions .................................................................................................................................................. 38 
Manager – Record Administrator 
Manager WFH Support 
Record Management Coordinator 

Forms .................................................................................................................................................................. 39 
Personnel Records – sections of this form have been pre-completed for areas that are mandated by US 
federal laws and are consistent across all industries 
Administrative Records 
Computer and Information Security Records .................................................................................................. 39 
Computer Operations and Technical Support 
Data Administration 
General Systems and Application Development 
Facility Records 
Financial Records 
Mobile Device Access and Use Agreement 
Safety Records 
Sales Records 
Network and Communication Services 
User and Office Automation Support 

Document Retention Periods ............................................................................................................................. 40 
Federal Law Record Retention ............................................................................................................................ 41 
Pennsylvania Record Retention .......................................................................................................................... 50 
Massachusetts Record Retention ....................................................................................................................... 53 
I-9 Retention ....................................................................................................................................................... 55 

Version History ........................................................................................................................................................ 58 

 



  

 
 
 
     

 
 



 

Safety Program   

 

1 ©2024 Copyright Janco Associates, Inc. https://e-janco.com 

 

Table of Contents 
 
Safety Program Policy .................................................................................................................................................... 2 

Safety Goals .............................................................................................................................................................. 3 
Responsibilities ......................................................................................................................................................... 4 
Internet of Things (IoT) ............................................................................................................................................. 6 
Safety Rules .............................................................................................................................................................. 7 
Progressive Disciplinary Program ........................................................................................................................... 10 
Accident Investigation ............................................................................................................................................ 11 
Hazard Recognition And Control ............................................................................................................................ 12 

Job Hazard Analysis (JHA) ................................................................................................................................... 12 
Inspection Procedures ........................................................................................................................................ 12 
Incidental Inspection .......................................................................................................................................... 13 
Planned Inspection ............................................................................................................................................. 13 

Safety Committee ................................................................................................................................................... 14 
Safety Training ........................................................................................................................................................ 15 
Communication ...................................................................................................................................................... 17 
Record Keeping ....................................................................................................................................................... 18 

Inspection Documentation ................................................................................................................................. 18 
Accident Investigation -- Accident & Injury Records .......................................................................................... 18 
Training .............................................................................................................................................................. 18 
Safety Committee............................................................................................................................................... 18 

New Employee Orientation .................................................................................................................................... 19 
Training ................................................................................................................................................................... 20 
Appendix ................................................................................................................................................................. 22 

IT Job Descriptions ............................................................................................................................................. 23 
Manager Safety Program 
Supervisor Safety Program 

Forms.................................................................................................................................................................. 24 
Area Safety Inspection 
Employee Job Hazard Analysis 
First Report of Injury 
Inspection Checklist – Alternative Locations 
Inspection Checklist - Computer Server Data Center 
Inspection Checklist – Office Locations 
Inspection Checklist – Work From Home Locations 
New Employee Safety Checklist 
Safety Program Contact List 
Training Record 

OSHA Electronic Forms....................................................................................................................................... 24 
Instructions 
OSHA xls Form 
OSHA 300 Form 
OSHA 300A Form 
OSHA 301 Fprm 

Revision History ...................................................................................................................................................... 25 

https://e-janco.com/
http://www.e-janco.com/


 
 
 
     

   



 

Sensitive Information Policy 
Credit Card, Social Security, Employee, and Customer Data 

 

1 
 

© 2025 Copyright Janco Associates, Inc. – https://e-janco.com 

 

Table of Contents 
Sensitive Information Policy - Credit Card, Social Security, Employee, and Customer Data ......................................... 2 

Overview ................................................................................................................................................................... 2 
Policy ......................................................................................................................................................................... 2 
User/Customer Sensitive Information and Privacy Bill of Rights .............................................................................. 7 
Secure Network Standards ....................................................................................................................................... 8 

Payment Card Industry Data Security Standard (PCI DSS) ................................................................................... 8 
Install and Maintain a Network Configuration Which Protects Data ................................................................. 12 
Wireless & VPN .................................................................................................................................................. 13 
Modify Vendor Defaults ..................................................................................................................................... 13 
Protect Sensitive Data ........................................................................................................................................ 14 
Protect Encryption Keys, User IDs, and Passwords ............................................................................................ 15 
Protect Development and Maintenance of Secure Systems and Applications .................................................. 16 
Manage User IDs to Meet Security Requirements ............................................................................................. 18 
Restrict Physical Access to Secure Data Paper and Electronic Files ................................................................... 19 
Regularly Monitor and Test Networks ............................................................................................................... 20 
Test Security Systems and Processes ................................................................................................................. 21 

Email Retention Compliance ................................................................................................................................... 22 
Policy .................................................................................................................................................................. 22 
Email to be printed ............................................................................................................................................. 24 
Regulations and Industry Impact ....................................................................................................................... 25 
Keys to Email Archiving Compliance .................................................................................................................. 25 

Privacy Guidelines ................................................................................................................................................... 26 
Best Practices .......................................................................................................................................................... 27 

Best Practices for Text Messaging of Sensitive Information .............................................................................. 27 
US government classification system ................................................................................................................. 29 

Appendix ................................................................................................................................................................. 32 
Job Descriptions ................................................................................................................................................. 33 
• Chief Compliance Officer (CCO) 
• Chief Security Officer (CSO) 
• Manager Data Security 
• Security Architect 

Forms.................................................................................................................................................................. 34 
• Sensitive Information Policy Compliance Agreement 
• Work From Home IT Checklist 

HIPAA Audit Program Guide ............................................................................................................................... 35 
What’s New ............................................................................................................................................................ 40 

 



Page 1       © 2024 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com 

 

License Conditions  

This product is NOT FOR RESALE or REDISTRIBUTION in any physical or electronic format.  The 
purchaser of this template has acquired the right to use it for a SINGLE enterprise in a single county 
unless they have a multi-use license.  Anyone who makes copies of or uses the template or any 
derivative of it violates the United States and international copyright laws and is subject to fines that 
are treble damages as determined by the courts.  A REWARD of up to 1/3 of those fines will be 
anyone reporting such a violation upon the successful prosecution of such violators.  

The purchaser agrees that the derivative of this template will contain the following words within the 
first five pages of that document.  The words are:  

© 2017 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED 

All Rights Reserved.  No part of this document may be reproduced by any means without the prior 
written permission of the publisher.  No reproduction or derivation of this book shall be re-sold or 
given away without royalties being paid to the authors.   

All other publisher’s rights under the copyright laws will be strictly enforced.  

Published by:  Janco Associates Inc.  
Park City, UT 84060    

  

   435 940-9300 -- Email – support@e-janco.com   

Publisher cannot in any way guarantee the procedures and approaches presented in this book are 
being used for the purposes intended and therefore assumes no responsibility for their proper and 
correct use. In addition, we are not attorneys and are not providing a legal opinion as to the data 
that should be retained for the periods that the data should be retained.  The user should check with 
their legal counsel to determine the specific requirements for record retention and destruction.  
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